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INTRODUCTION

Information has always played an important role in
the life of mankind, while libraries have served as a reli�
able guide to the world of information. With the advent of
the Internet, as shown by the results of J.P. Morgan on
the monitoring of information resources [1], libraries
took a deserved place in this network (Fig. 1).

The main directions of the state policy in the
sphere of culture and mass communications in the
Russian Federation up to 2015 include a set of mea�
sures to support libraries by creating community�
based centers of computer literacy, public reference
and educational portals, digital libraries, development
of public access to the Internet, introduction of tech�
nologies for distance education and a remote informa�
tion environment [2–4].

The complex of information resources that are
available today in libraries is of a hybrid nature because
in addition to traditional print editions and micro�
forms, libraries provide a wide range of electronic
information resources, including electronic catalogs
and archives, as well as open and licensing resources
for online access. However, as can be seen based on the
example of the Russian National Public Library, in

recent years there has been a positive trend to the use
of information resources (Fig. 2).

However, due to the fact that information has
become publicly accessible, the modern society has
become dependent on information resources and
technologies, as well as their quality and security. This
is occurring against the backdrop of steady growth in
the number and types of IT threats, which is supported
by many, although somewhat controversial, estimates
concerning, for example, malicious software:

• computer viruses are propagating exponentially;
in the period from 2010 to 2014 the number of new
types of malware increased by almost 40 times and
exceeded 10 thousand titles [5];

• in 1994, a new virus appeared once per hour in the
world, 2 years later this was once per minute, and by
2011 it was once per second [6];

• in 2014, the Kaspersky Lab detected more than
123 million unique malware objects, identified 1.4 bil�
lion web�based attacks, and according to Eugene
Kaspersky, more than 325000 of these objects appear
in the world every day [7];

• within the period from November 2013 to Octo�
ber 2014, the solutions of the Kaspersky Lab defeated
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1432660467 attacks from online resources that were
located in various countries around the world [8].

Based on these patterns, it seems quite reasonable
that the theses on the future of the digital world [9]
include the thought that cyber�terrorism and related
offenses and offenders will also develop and present a
serious threat to information services, systems, and
resources. Therefore, the problems of the protection
of information and development of measures to
reduce information risks are very important for librar�
ies, whose work is increasingly digitalized [10].

THE PROTECTION OBJECTS
AND MAIN THREATS

Libraries are faced with challenges such as the
security of data storage and transmission systems,
control of their integrity and reliability, access rights to
information resources, and protection against distor�
tion, loss, and unlawful copying. Creating the condi�
tions for the security of information resources of a
library is aimed at preservation of the national and
world cultural heritage, where protection concerns, as
a rule, such systems, services, and resources as:

• automated library�information systems, which
provide comprehensive automation of library pro�
cesses (acquisition, cataloging and ordering of litera�
ture, creation and maintenance of an electronic cata�
log and electronic databases, accounting of readers,
library funds, etc.);

• library portals;
• library blogs on the Internet and groups (commu�

nities) in social networks;
• cloud libraries that provide services via the Inter�

net through cloud computing and cloud services;
• data centers (specialized centers with powerful soft�

ware and hardware and telecommunication facilities);
• electronic libraries (information system for creat�

ing and storing documents in electronic form with the
possibility of access to them through computer tech�

nology, including information networks, such as NEB,
IS EKBSON, and WDL);

• information and telecommunications infrastructure;
• other information systems, services and resources

of libraries.
All these objects, services, and resources must be

protected under condition of their accessibility (the
ability to obtain the required information service
within a reasonable time), integrity (the relevance and
consistency of information, its protection from
destruction and unauthorized changes), and privacy
(protection against unauthorized examination).

Increased attention to the problems of information
protection in libraries is also associated with the need
to protect personal data. As an operator of personal
data, the library processes information about its users
(readers) and employees. The information systems of
personal data (hereinafter ISPDs) of a library include
automated library systems (which process cards of
users (readers)), information systems of human
resources and accounting (information about employ�
ees), and electronic document management systems
(information about employees and partners).

In accordance with the Government Resolution
On Approval of Requirements for the Protection of
Personal Data during their Processing in Information
Systems of Personal Data from November 1, 2012
no. 1119, it is possible to determine the approximate
level of protection of the ISPD of a typical library. The
following properties were taken as the initial values:

• actual threats, which are connected to the pres�
ence of undocumented (undeclared) capabilities in
the application software, as none of automated library
information systems (ALIS) on the software market
today have a certificate of the Federal Service for
Technical and Export Control (FSTEC of Russia) on
the absence of undeclared capabilities;

• the category of personal information–biometric
personal data, the use of video surveillance, pictures
on the card of a user (reader);
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• the number of subjects of personal data, more
than 100000/less than 100000; in connection with the
processing of biometric personal data the parameter
“number of subjects of personal data” does not affect
the determination of the level of protection and can be
either more than 100000 or less;

• the personal data of employees are processed.
A large library, in accordance with the above�men�

tioned Resolution of the Government of the Russian
Federation and in accordance with the values of the
specified parameters, can be assigned with the second
level of ISPD. The requirements for this level of secu�
rity are as follows:

• the organization of security of the premises that
house the information system; this prevents the possi�
bility of uncontrolled penetration or a stay in these
premises of persons who are not entitled to access
these facilities;

• ensuring the safety of carriers of personal data;
• approval by the head of the organization–opera�

tor of a document that defines the list of persons who
require access to the personal data that is processed in
the information system to implement their official
(employment) duties;

• use of information�protection means that have
undergone assessment for conformity to the require�
ments of the legislation of the Russian Federation in
the field of information security in the case where the
use of such means is necessary to neutralize actual
threats;

• the appointment of an official (employee) who is
responsible for ensuring the security of personal data
in the information system;

• access to the content of the electronic message
log must be available exclusively for officials (employ�

ees) of the organization–operator or an authorized
person who requires the information that is contained
in this log to implement their official (employment)
duties.

Information�security management is a part of the
overall management system based on risk analysis and
is intended for the design, implementation, monitor�
ing, maintenance and improvement of measures in the
field of information security. The information�security
management of a library is aimed at neutralizing
threats of various kinds [11]:

• threats to an individual by distributors of methods
and data that are harmful to the personality of a citizen
(pornography, drugs, cursing, 25th frames, racist
remarks, gambling, etc.), manipulation of informa�
tion (disinformation, concealment, or distortion);

• information threats (violation of the technologi�
cal processing of information, delayed processing and
analysis of incoming data, errors in the processing of
information, or improper filling of fields when enter�
ing information to the ALIS);

• threats to the system as a whole (natural disasters,
fires, industrial accidents, acts of terrorism, theft,
eavesdropping, computer crimes, etc.).

Analysis of the threats to the security of informa�
tion resources in the context of the security triad
makes it possible to distinguish the following types:

• when ensuring the confidentiality of information:
theft (copying) of information and means of its pro�
cessing and loss (unintentional loss, leakage) of infor�
mation;

• when ensuring the integrity of information: mod�
ification (distortion), the denial of authenticity, and
the imposition of false information;
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• when ensuring the availability of information:
blocking and destruction of information and means of
its processing.

An effective information�security management
system of a library adapts and modifies the require�
ments for the protection of resources that depend on
the changes in business processes, which in turn are
influenced by the external and internal environments.
External changes include changes that result from leg�
islation or organization�administrative documents of
the parent bodies (ministries, departments, and state
regulators). Internal changes may be due to the opti�
mization of business processes, the use of information
resources that are shared with other libraries, changes
in information processing technology, ALIS, and

other factors. This may include all information�secu�
rity system elements, from information resources,
conceptual documents, instructions, and regulations
to the configuration of software–technical solutions.

The functioning of the information�security man�
agement system of a library should be based on the
process of effective risk management. The process of
analysis of threats and information�security risks is
continuous; the initial data are defined at the stage of
creating the information�security system. Then, in the
course of its operation the changes in threats and risks
are monitored, re�analyzed, and estimated. Typically,
the data for this type of work are obtained from the
results of interviews and questionnaires of the library
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staff and external experts at the initial investigation
step and subsequent audit.

ANALYSIS OF BUSINESS PROCESSES
IN INFORMATION�SECURITY

RISK MANAGEMENT

Analysis of models of business processes makes it
possible to track the impacts of changes on many
aspects of information security. In particular, in [12,
13] the authors proposed an automated approach to
the management of access rights (formalization and
updating) of users on the basis of analysis of models of
business processes in the EPC notation. The content
of the stages of formalization and updating of access
rights based on the analysis of business processes is
illustrated in Fig. 3.

Organization of the risk�assessment process based
on the model of the business process requires [14]:

• rules for constructing a model of business pro�
cesses; these rules ensure the availability and unam�
biguous interpretation of the data that are contained in
this model to identify threats and vulnerabilities and
assess the significance of the information resource
both in terms of the consequences for the outcome of
the process and in terms of the impact of the modified
result of the process on the goals of the activities;

• algorithms for extracting the data that are used in
the model of the risk analysis from the business pro�
cesses;

• algorithms for responding to changes that reflect
the changes in the parameters of the business process
model to the values of the risk�assessment model
parameters.

It is advisable to carry out the practical implemen�
tation of this approach through the creation of an

information system for the analysis of the information
security of the process; the position of this system is
illustrated in Fig. 4.

As can be seen from Fig. 4, the information system
for the analysis of the information security receives
data from business�process models for subsequent
analysis of information�security risks using various
methods. Note that the results of implementing such a
system can be used to carry out measures to protect
information in both automated information systems
and non�automated data processing.

The basic document for information�security risk
management is a description of threats (as a result of
analysis of the threat model), which contains the data
on the sources of these threats, vulnerabilities of the
system, affected objects, and a number of other
parameters. This document requires constantly updat�
ing. Currently, there are a large number of methodol�
ogies for the development of such documents:
CRAMM, the two�factor method NIST, GRIF, and
RiskWatch, which is a method for determining the
actual threats to the security of personal data during
their processing in information systems of personal
data, and other types.

Building a threat model requires knowledge on the
following objects:

• information assets;
• the unit an information asset is assigned to;
• the media;
• the information system;
• the user;
• the characteristics of the user’s access to information;
• data�transfer channels;
• resources on which information is stored;
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• processing technology;
• means of information protection.
This list is not exhaustive and can be extended for a

specific method of constructing a model of threats and
vulnerabilities.

As an example, Fig. 5 shows a block diagram that
illustrates the process of information�security risk
management.

A knowledge meta�model, which covers the func�
tional, organizational, and information models and
makes it possible to identify and update the informa�
tion�security risks of the library, is shown in Fig. 6.

The organizational model defines the list of per�
formers of the business process and reflects the duties
and responsibilities. A change in this model due to the
dismissal, transfer to another position, a new
employee, organizational restructuring, etc. through a
change�management process will have an impact on
processes such as the distribution of duties and
responsibilities, data�access control, and the manage�
ment of risks, incidents, and vulnerabilities [14].

The functional model will increase the awareness
of employees on information security, ensure the con�

tinuity of the business process, and update the access
control model.

The information model reflects the information
systems of a library, their modules, and functions, as
well as users, and serves as a source of data for the
management and monitoring of the information infra�
structure and the management of access rights.

Some authors (for example, [15]) have noted the
need to review business processes as the main assets of
an organization that cover hardware and software
means, information resources, staff, and so on, while
the solution of information�security problems is not
directly linked with the models of business processes.
The information about the main business processes
from the owners and participants of these processes
that is required to identify critical information assets
and the technological aspects of their processing,
which is later used to draw conclusions about threats
and vulnerabilities, is often obtained by means of
questionnaires. Thus, as a rule, further evaluation does
not involve business processes.

At the same time, analysis of the business�process
model makes it possible to extract such data to deter�
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mine the boundaries and features of the information
system as the content and media of the processed
information, the users, the means of data transmission
inside and outside this system, and the technology that
is used. It is important that these data can serve as a
basis for identifying protected assets in connection
with the objects of the business process, where:

• each vulnerability can be assigned to an object
that defines what method of processing, transmission
and/or storage this vulnerability is inherent to;

• each threat is associated with the aspects of infor�
mation security whose violation the threat can result
in (confidentiality, availability, and/or integrity);

• the source of each threat is determined (it may be
the executor of the business process or a person who
does not participate in the business process, events of
a force majeure nature, and other types.)

The business process that is described by the corre�
sponding model can also be regarded as an indepen�
dent object of protection with certain properties (for
example, timeliness of results (output of the process),
correspondence of the result to the established
requirements, and compliance of the resources that
are used within the process to those planned, etc.)
whose violation leads to certain negative conse�
quences.

CONCLUSIONS 

The construction and maintenance of an effective
system of information�security risk management is a
complex and continuous process that affects the via�
bility of a library. The complete model of an organiza�
tion’s business processes, as reflected in the formal
notation, is a hierarchy of models of various processes
and sub�processes that reflects the relationship of pro�
cesses of different levels of detail. When specifying the
causal relationships between the security aspects of
information objects on the one hand and the factors
and consequences of risks to the relevant sub�pro�
cesses on the other hand it is possible, based on the
relationships of business processes that are reflected in
formal notation, to automatically obtain the data on
the degree of influence of the security aspects of infor�
mation objects of a sub�process on the results of pro�
cesses of a higher level and finally on the prospects of
achieving the objectives of the organization.
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